
Ransomware Detection Techniques: Strengths, Limitations, and the 
Path Forward 

Overview 

Despite the vast investment and innovation applied to cybersecurity, the number of 
successful ransomware attacks keeps rising year over year, representing the growth of 
a global industry that is well-funded by its own success and won’t quietly go away. Even 
as defensive tools have advanced, attackers—clever and persistent as ever—have 
demonstrated a long track record of successfully evading these defenses. 

This white paper explores QuellSecure’s research into ransomware encryptors found in 
the wild, focusing on how ransomware developers have adapted to anti-ransomware 
techniques. Understanding how ransomware interacts with defensive tools can help 
defenders optimize their organization’s defensive strategy to better resist attacker 
evolution. 

While each of the following detection techniques is broadly effective on its own, 
combining multiple approaches significantly reduces an individual ransomware 
payload’s ability to reach its destination. To maximize the benefit of a layered approach, 
it is important to understand the strengths and weaknesses of different tools and how 
they interact to mitigate risk. 
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1. Signature-Based Detection 

Before a ransomware encryptor executes on a target machine, it must first bypass tools 
that perform static analysis. These tools evaluate the instructions inside executables 
before they are allowed to run on a system, analyzing internal patterns. If the extracted 
fingerprints resemble those of known threats, the executable is proactively blocked. 

Malware attempts to disguise its appearance. Small changes to executables—or to the 
algorithms compiled within them that perform malicious encryption—can alter the 
fingerprint enough to bypass detection. Zero-day ransomware represents the extreme 
case and, by definition, cannot be detected by comparison to known fingerprints. 

2. Behavioral Analysis 

Before ransomware can write to files, it must be granted access and permission to do 
so. Behavioral analysis hooks into multiple components of the operating system to 
identify signals that indicate malicious activity, such as sustained high rates of file writes 
or the deletion of shadow copy backups. Behavioral detection engines aggregate many 
variably weighted indicators of compromise into a single decision. These engines 
increasingly leverage faster CPUs and NPUs by running AI models that improve 
accuracy while reducing noise. 

Behavioral analysis engines collect signals from system drivers and processes that are 
generally known to attackers. As a result, ransomware often attempts to stymie these 
sources of information before proceeding. Failure to disable a signal, however, is itself a 
strong indicator of compromise, making this maneuver high-risk for attackers. 

Instead, ransomware frequently masks itself within the complexity of the target system. 
Even the simplest real-world systems involve hundreds of processes constantly reading 
and writing files, with widely varying access patterns. Behavioral detection risks 
becoming too noisy if it flags all potentially malicious writes, so ransomware developers 
attempt to hide among false positives by optimizing their activity to resemble benign 
software. Even when flagged as suspicious, ransomware aims to be scored as 
minimally dangerous, buying time before triggering a threshold or human review. 

For example, QuellSecure has studied several ransomware families whose encryptors 
write via memory-mapped files. A malicious process can scramble bytes and persist 
them to special file objects that exist only in memory (RAM), relying on the operating 
system and trusted processes to flush changes to disk later, alongside benign writes. 
Memory-mapped files are an effective vehicle for ransomware because they break the 
direct causal link between a process and the files persisted to permanent storage. 



3. Decoy Files 

Decoy-based detection techniques bait ransomware with a set of specific files known 
only to the defender, flagging a process as malicious when enough of these files are 
accessed or modified. Alternatively, processes or services that ransomware may 
attempt to stop prior to execution can also act as bait. While static or behavioral 
analysis interprets ransomware activity, this technique is largely agnostic to attacker 
appearance and operates closer to the site of malicious encryption. 

A successful decoy file strategy requires determining an optimal number of decoys. Too 
many tripwires can interfere with normal operations or create false-positive ambiguity 
that obscures real threats, while too few may be insufficient to prevent significant file 
system damage. 

To counter this approach, ransomware developers attempt to identify decoy files and 
ignore them. Defensive tools must therefore continually develop new methods to 
disguise bait. This results in an ongoing cycle of adaptation that requires frequent 
updates to remain effective. 

4. File Integrity Analysis 

To successfully disrupt business operations for financial gain, ransomware must satisfy 
several objectives: 

1.​ Damage file integrity​
 

2.​ Ensure recovery is possible only with attacker-owned keys​
 

3.​ Maximize the number of damaged files by moving quickly across systems​
 

From the file system’s perspective, ransomware does not differ greatly from benign 
software: both write blocks of binary data to files at specific locations. However, 
analyzing this data as a binary signal stream can be revealing. For example, when a 
low-entropy file such as plain text suddenly becomes high-entropy encrypted or 
compressed data, ransomware encryption is likely involved. Behavioral analysis 
engines often use this signal as one of many indicators. 

Ransomware encryption, however, is increasingly designed to evade entropy-based 
detection. Write striping limits the increase in entropy by partially corrupting files rather 
than fully encrypting them, destroying file integrity while writing fewer encrypted bytes. 
By mixing intact and corrupted writes in varying patterns, entropy changes may go 



unnoticed by statistical analysis. This approach hides among false positives while 
reducing CPU usage, allowing ransomware to encrypt more files more quickly. 

5. A New and Different Approach 

The last opportunity to prevent a threat from causing widespread damage is the 
moment of malicious encryption itself. QuellSecure has invented and patented a new 
method for detecting ransomware at this stage of an attack, with an emphasis on 
simplicity of operation, configuration, and management. Strategically, the file system is 
an ideal layer for detection because, regardless of attack strategy, malicious encryption 
must ultimately write to files, and those writes must pass through the file system. 

Quell’s algorithm is differentiated in several key ways: 

1.​ It requires very few bytes to make an accurate determination, making it resistant 
to write striping and similar evasion techniques.​
 

2.​ It analyzes data inline as it is written, keeping overhead extremely low and 
allowing it to keep pace with optimized ransomware.​
 

3.​ At this depth in the operating system, noise from user behavior and business 
applications is removed. New ransomware variants, encryption methods, write 
striping patterns, and memory-mapped files appear fundamentally similar, 
reducing the need for frequent updates.​
 

Taken together, these attributes enable rapid and accurate detection of ransomware 
while ignoring benign processes. 

6. Key Harvesting 

Key harvesting does not prevent or halt ransomware attacks, but it can assist recovery 
without requiring full restoration from backup or data loss. These tools hook into 
encryption APIs and operating system cryptographic tools, recording keys in case a 
process is later identified as malicious. The harvested keys can then be used to decrypt 
affected files. 

Ransomware attempts to complicate key harvesting by using unique keys per file, 
turning recovery into a large-scale brute-force problem. Some ransomware relies on 
asymmetric encryption, where the private key is never present on the victim system. 
Others use custom cryptographic implementations that bypass operating system APIs, 
limiting visibility for key-harvesting tools. 



In ransomware-as-a-service ecosystems, two layers of keys are often used. One key 
encrypts the per-file decryption keys and is controlled by ransom operators, while the 
other encrypts the files themselves and is controlled by toolkit operators. This structure 
prevents insiders from stealing ransom payments but further complicates recovery. 

7. Conclusion 

Using a variety of ransomware detection techniques increases defensive resilience, but 
selecting the right combination remains challenging. Each approach introduces 
tradeoffs that attackers actively exploit. A deeper understanding of how ransomware 
interacts with defensive tools enables organizations to balance risk and optimize 
resource deployment. 

Quell’s strategy focuses on eliminating the attacker’s ability to adapt. By operating at the 
final stage of malicious encryption—where files must be written to gain extortion 
leverage—file system–level detection strips away complexity and reduces opportunities 
for evasion. At this depth, there are fewer places to hide and fewer ways for attackers to 
evolve. 
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